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HAVEZMEIRLIR R | ARICXLHIRETRBIREIEE | WelasticsearchSRESTIFHIMIRIEIFIEEUR.
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—. logstashf§EX[FIE

logstashs3 A=/MEE : inputs (&4RAY ) — filters (FTIERY ) — outputs (LFRRY ) |, inputsHERkAETIA) , filtersRTEEHFHTITIEFILER | outputsiiith
FRHHIREE RERFEEMRLLEMER. inputsTloutputsSTiEREDFIAEED.

—_— — — —_— 'IIIIIII'

- \

Data Source Logstash Pipeline Elasticsearch

HATIREY :
LogstashZthiEinputs. filtersiloutputsHTERHAMBRYEE,

LogstashEEFRIENinputMEREER CRISIETIZIT. BEBRHBMAZING (20N ) SEE RG], SN EETIEEENZINGPERTE —itS
| BB BN filterdb Rz B | AEBIToutputiHENEEIVEMFE. EBMELIRENA/VISETELENHE TR EN

BUAEST | Logstash{EREIEMER ( input—filterffilter—output ) ZIBRIATFIRHIBAFISRE MM, MR LogstashTeMIE , FRHEFERTEPHIFR
BEEEREER. HTHEBMLEEIEES  TLUSALogstashiS WTHRNSMHEFANERE. BXFMER | SRS

https://www.elastic.co/guide/en/logstash/current/persistent-queues.html

T EHBgilogstash7.7.03z#5Minputs, outputs, filters
inputs :

azure_event_hubs,beats,cloudwatch, couchdb_changes,dead letter queue,elasticsearch,exec,file,ganglia,gelf,generator,gi

outputs :

boundary, circonus, cloudwatch, csv, datadog, datadog _metrics, elastic_app_search, elasticsearch, email, exec, file,

filters :

aggregate, alter, bytes, cidr, cipher, clone, csv, date, de_dot, dissect, dns, drop, elapsed, elasticsearch, environm

EEp
=. In—Inlogstash
3.1, FREAFRTE

Tkl : https://www.elastic.co/cn/downloads/logstash

TEHbiE2 : https://elasticsearch.cn/download/

XBEEREdK , FFEFANRelasticsearch7.7.08##9jdk :

ed mode, sh

FRERPZRE

tar -zxvf logstash-7.7.0.tar.gz

s/ MogstashhzAgIHelloworld :

./bin/logstash -e 'input { stdin { } } output { stdout {} }


https://www.elastic.co/guide/en/logstash/current/persistent-queues.html
https://www.elastic.co/cn/downloads/logstash
https://elasticsearch.cn/download/

Initiati:
CMSIniti
d
mplet

][m n] Pipelin

] Pipelines runnir
Full;

logstashEe&EX {4

logstash.yml : @& LogstashEEiRS. EAILELLNHPRERT  MAREGSTHERIRS. EHT ORBINEHIIRSER2E S ogstashPEIERIZ
=

pipelines.yml : &7E8 ML ogstashsLFIFEITS N EEINERFIES.

jvm.options : @EIVMEEIRE. ERLXHRESEENIIAEIIRAE. BETLUMERILEXHHLogstaiR BiE SR
log4j2.properties : &log4j 2ERERAIRE

start.options (Linux) : FBFEBEHIRSHA

logstash.ymISTIEHERR

=3

node.name #ERAFHNE , ZHRANEBREF

path.data #LOGSTASH HOME/data , LogstashREMEHAFHEBFATRNER

pipeline.id #ZAlAmain, pipelinef¥id

pipeline.java execution #EiAtrue , fEFjavaiflfT5IEE

pipeline.workers #ERAAZENcpulINY , FFHTHATEBRITEFEMEMERAGwor ke rAIEIE

pipeline.batch.size ##AIA125 FRENTIFLEESRIUTILIERBTIELE ZAIMBNPREIISAEHE

pipeline.batch.delay #EAIA50 FEEEEESMA , EE—MMIDIKAEBIFEZA , B SHRESHESKIE ()
pipeline.unsafe_shutdown #2KiAfalse , HiRBENtrueht , BMENFHIEIETHNEMY | BHlLogstashEXAHEIERIBE. BAMBERT | Logsta.
pipeline.ordered #Zikauto , REEBERMHINF. truaiSBRFIXNEERTHF  MRBES Mworker , WAL 1ogstash/Fal, MR Afalse , FEERYE
path.config #BAIALOGSTASH _HOME/config BB LogstashECBRIRIR

config.test_and_exit #Bikfalse , REAtruel , MBERBREHY  AREY. HIE, fiﬁﬁﬁbiﬁﬁ*@’fﬁ‘ﬁgrok’fﬁ‘ﬁE’JIEﬁﬁTi
config.reload.automatic #EKiAfalse , KB Ntruelt , RN ERBERETCEN  HEFXNEFRINZES. XEAILIET s1crurEEFaiitA
config.reload.interval #BKIA3s , MEEENXHE

config.debug #EkiAfalse HiRBENtruel] , BREFENREESTHALAEHR

queue.type #EkiAmemory , FAFHEMHETNNEHBMRE, FETFRFHISEBEIGIEERT , SVETHRIRIIATI GFAS) IEEFART
path.queue #BRlApath.data/queue ,FEEFRFANTINEESIEHIIERER

queue.page_capacity ##KIA64mb , EFRFARATIRTS (BAZY) , SEFBAOTRESERESAAIAN. BAFISERE RS R AN RS 4E R
queue.max_events #EKIA0 , TREMR. F‘ﬂ?ﬁlﬂ)\’i‘]ﬂ? BAFIRRIR SRR R E

queue.max_bytes #BAIA1024mb , BAFIEER , IFHARM, FHRHERNBNSEATXREENE

queue.checkpoint.acks ##KIA1024 , éEFﬁ%KW\?U (BAZ) BT, FESEHIHITHEE R RIHPR BRI S IR A E

queue.checkpoint.writes #8KIA1024 , HEMFANT (AT BT , SEHIHITIEERZRIAIRAS NS

queue.checkpoint.retry #8kikfalse , BAE , WHHIAMAWEERS | LogstashiENENESHINERSER —R, HUELHRBIEL. F
queue.drain #EKiAfalse , [BAE | Logstashi§&E , BENSABIIFER , KEXA
path.deadﬁletteriqueue#ﬁ%}ii}\path.data/deadiletteriqueue , Flifidead-1letterAFIKBE R

http.host #BKIA"127.0.0.1" FRendpoint RESTmmAIERENEHE,

http.port #BKIA9600 FRendpoint RESTImmAYEREIRO.

log.level #Bkikinfo , BEHKEIfatal , error , warn, info, debug, trace,

log.format #BAIAplain HEE

path.logs #EKIALOGSTASH HOME/logs HEER

EN

3.3, keystore

keystoreTLM%?F—“S&E’zE’JF S5 FRATENARER , LERES_PWDXEelasticsearchfIZ3 , AJLABI${ES_PWD}k3iXEelasticsearchfiE
X RN EE A BN .

./bin/logstash-keystore create #BIE—Nkeyword

./bin/logstash-keystore add ES_PWD #RIE— elastlcﬁﬂ]passwd SRIEIBIT $(ES PWD } R
./bin/logstash-keystore list #EHCIREFHIREX

./bin/logstash-keystore remove ES_PWD #HMPRTE ke yworddfkey

fign :
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d in 14.0

3.4, logstashiz$

R 2¥flogstash.ymIBEEX XKL ( XBEARFRE , HEE3.2T)

ES
-n, --node.name NAME

-f, --path.config CONFIG_PATH

-e, --config.string CONFIG_STRING
--field-reference-parser MODE
--modules MODULES

-M, --modules.variable MODULES_VARIABLE
—--setup

--cloud.id CLOUD_ID

--cloud.auth CLOUD_AUTH

--pipeline.id ID

-w, --pipeline.workers COUNT
—-pipeline.ordered ORDERED
--java-execution

--plugin-classloaders

-b, --pipeline.batch.size SIZE

-u, --pipeline.batch.delay DELAY_ IN_MS
--pipeline.unsafe_shutdown

--path.data PATH

-p, --path.plugins PATH

-1, --path.logs PATH

--log.level LEVEL

--config.debug

-i, --interactive SHELL

-V, --version

-t, --config.test_and_exit
-r, --config.reload.automatic

--config.reload.interval
--http.host HTTP_HOST
--http.port HTTP_PORT
--log.format FORMAT
--path.settings SETTINGS_DIR

Ba

3.5, logstashfiB X4t flvalue type
1, logstashE&EXHAERIT :

BN BITE , @l Eefilter RERAR , BB RURE.

filter {

output {

EN

2. value types ( logstashZiSHuESEE )
array : HEATLRRINRESNFERFRE.

users => [ {id => 1, name => bob}, {id => 2, name => jane} ]

Lists : &£&
path => [ "/var/log/messages", "/var/log/*.log" ]
uris => [ "http://elastic.co", "http://example.net" ]

Boolean : true E&false
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ssl_enable => true

Bytes : FT5EE

my_bytes => "1113" # 1113 bytes

my bytes => "10MiB" # 10485760 bytes
my_bytes => "100kib" # 102400 bytes
my_bytes => "180 mb" # 180000000 bytes

Codec : JgR32EEY
codec => "json"

Hash : 157 (#31)

match => {
"fieldl" => "valuel"

"field2" => "value2"

}
# or as a single line. No commas between entries:

match => { "fieldl" => "valuel" "field2" => "value2" }
Number : #7258

port => 33

Password : ZipBEY

my password => "password"

URI : urigésy

my_uri => "http://foo:bar@example.net"

Path : BE{RHR

my path => "/tmp/logstash"

String : FAFRRE | FHBURAEENFHF. T8, FRBEREENSISHESISH
3.6, logstashitRECE

BEWKS , —MZrole , —#hRuser , BREHSNERMH , —FhRi@TelasticsearchifIAPIELE , —FpRiBidkibanafeH :

$—MER : BidelasticsearchfIAPIELE :

#}?ﬁfj[]—ﬁ\logstashiwriterﬂgﬁé
POST _xpack/security/role/logstash_writer
{

"cluster": ["manage_ index templates", "monitor", "manage ilm"],
"indices": [
{
"names": [ "logstash-*" ], #ZR5|AUEILHER
"privileges": ["write","create","delete","create_ index","manage","manage_ilm"]

HRII— MG 1logstash writerAEBMPRMIAF : logstash internal
POST _xpack/security/user/logstash_internal

{

"password" : "x-pack-test-password",
"roles" : [ "logstash_writer"], #ﬁﬁam’é
"full name" : "Internal Logstash User"

#f?)ﬁnﬂ_/l\logstashireaderﬁé . Rﬁread*ﬂl}ﬁ
POST _xpack/security/role/logstash_reader
{

"indices": [
{
"names": [ "logstash-*" ]
"privileges": ["read","view_index metadata"]

HRII—ME1logstash readerABBPRMIAF : logstash user

POST _xpack/security/user/logstash_user

BURARE
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"password" "x-pack-test-password",

"roles" [ "logstash reader", "logstash_admin"],

"full name" "Kibana User for Logstash"

$£-# : Bidkibanafl RERS

Management > Roles
Management > Users

£ @
@ = Elasticsearch
v o
® Index Management Roles diole
Index Lifecycle Policies Apply roles to groups of users and manage permissions across the stack.
0] Transforms
Rollup Jobs
= 5 Q search. @& show reserved roles
sl Snapshot and Restore
& License Management B
B Remote Clusters Role N ZGEERRIrole , B Status Actions
e 0 Upgrade Assistant
8 80 Upgrade Assistant o system [r—
@ ser | Reserved
& Kibana s
2} ;
] Index Patterns beats_admin ==
@ Alerts and Actions beats_system | Reserved
Spac
2 4 Objects data_frame_transforms_admin Reserved
Reporting F—
g data_frame_transforms_user | Reserved
Advanced Settings
& enrich_user Reserved
@ @ Security ingest_admin | Reserved
- e kibana_admin | Reserved
/' APiKeys kibana_dashboard_only_user [RESENE)  Deprecated
kunan: Lem. Reserved
Z B venagement Users
© = Elasticsearch
fEEsnN)s
@ exManagomen Users IR s
Index Lifecycle Policies
o~ Transforms
0
@ Rollup Jobs. Q search. @& show reserved users
sl 2SRl ~REER
& Snapshot and Restore ZREHIFS , TR
@ License Management User Name ™ Full Name Email Address Roles. Status
Remote Clusters
o 50 Upepacts Aesitant apm_system apm_system ==
N beats_system beats_system  Reserved
L&l
E Kibana elastic superuser | Reserved
8
~ Index Patterns S
e kibana Kibana_system  Reserved
lerts and Action: —
@ s and Actions
Spaces logstash_system logstash_system | Reserved
Saved Objects !
slow_query
Reporting readonly K\bar;aq amymn
Advanced Settings -
remote_monitoring_collector R
remote_monitoring_user  Reserved

Security

APIKeys

[e]p=2ca

Rows per page: 20 v/

BPRERE D elasticsearch B/

https://www.elastic.co/guide/en/elasticsearch/reference/current/authorization.html

https://www.elastic.co/guide/en/elasticsearch/reference/current/security-privileges.html
3.7, ZEERE
MRFEAR—MHERETEEIE | LogstashiZft T —FEId 2 Apipelines.ymIRIBLE ARSI BRIRITSIE.

flgn

remote_monitoring_agent

- pipeline.id: my-pipeline 1
path.config: "/etc/path/to/pl.config"
pipeline.workers: 3

- pipeline.id: my-other-pipeline
path.config: "/etc/different/path/p2.cfg"

queue.type: persisted

ZHHEYAMLM SN | HES— 1 FisE | HPS) 7R —EE 8N/ EYEEZEENRE. w7 BdidiERERERANE
AMFEEE. WFE—NEE , Hpipeline.workersfEIRE A3 , MEB—MF , AT ERER. F1Epipelines.ymIBZEMNE, ymISUHEEERE
logstash FEERIBAIAE,

HfasLogstashAHSEHT , BigIENEEpipelines.yml, ymISHLAULSHEHIEENFIEEE, 5—HH , HfEM-emi-fY , Logstash&/BRSE

i,
R
o MRLFEBNBHRAHZERNRN/LEEEE  HEFERRSISEEENRESE | XBESISELHER
o ERANLOIPREES N EBEARIPXEEHRESARANMERERIFAESE(FII0 , pipeline.workersflpersistent queuesfIREIRE). XMHOBEEKRE
—RKEEFHEEREAS S —RKEETERES.
o EEEEZANERESEREEN  BARAMESHTRMEERNN. Bt , fiin , R S/ M EEERpipeline.workerfJ#&E , RAS/ M EEE
BAER FEACPUISER—  worker,
o B EEEREIFABGIFIEEIAG , BB GE A Apipeline.idiYE
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SEBEZERIBESEE | https://www.elastic.co/guide/en/logstash/current/pipeline-to-pipeline.html , H3Y4BNAETLLTHET.
3.8. ECERYSEFINE
ERANE1TIogstashiidig , A8f=izlogstashiftiz , (BERNMEKEE | MO LUERRIERENENINET , BMA.

FHERERNMINREESE

bin/logstash -f apache.config --config.reload.automatic

Logstash@ 3 E—XECE RN, EFMULIAR , i&fEF--config.reload.interval <interval>i%If , Hrhintervali§ELogstashiG B EL&E 34 BRI
(AR ) JEER , WREFERRIIRER ()

S REHINEEE T
kill -SIGHUP pid #pidflogstashfipid

B EENINREE TSN

* HlogstashiGUBIEEHHINERE , EFEIFLEAMERANKELSHEER , FEHREREFENEENTHEE. RIBFRENEES |
LogstashIERTEMAFIEILHERRTLAIAW (a0 , FrE L BE0ROESITH ) . MREEMD , WiogstashSFUBEBSHEBERIR. MREEKX
W |REESRERET  FEERSEEIIEE.

o EENEFINHEBHE  FREFEHIVM, EENCIRINHAEER—ITR2HHT,
o XgrokiEEN BN S ENING | (BNERE P ENAREMINE (RENEHEE ) i,
3.9. FEHfilterN4g
1, grok
iE © grokiEitR— MO RER TR
B : https://www.elastic.co/guide/en/logstash/current/plugins-filters-grok.html
Grok 215IFEEM A SEIRRT AU EAREINIF S | IERIESsyslogA™E , apachefIEfthWebiRSSHRAE . mysqlHEEE

BEEEIRM T 1200 IvERS, ((BRR—EEFTFX ML) : https://github.com/logstash-plugins/logstash-patterns-
core/tree/master/patterns

EE—NRIGEBE X AT S EFI— ML : http://grokdebug.herokuapp.com/

BESAFRIRREF T E SR HAY 1 20NN IEES , N—R1EZ 3 7T —E o HIEER (10T ) -
https://blog.csdn.net/cui929434/article/details/94390617

grok I EA—LEITEAHE
ERtiEL  —HEEHENER , —HEaENAES
BisaiERiEE: % {SYNTAX:SEMANTIC}

SYNTAXZAG LA AEHEIBTR |, grok I HATBPL LRSS
SEMANTICR{RA—FRFRIRFE A Z L EEX LB ZIRIRE |, BT FRE

flgn

% {NUMBER:duration} %${IP:client}

ECANERRATAITFRIAR

55.3.244.1 GET /index.html 15824 0.043

AT LASEFHZICECAE T 2 IRE,

${IP:client} %{WORD:method} %{URIPATHPARAM:request} %{NUMBER:bytes} %{NUMBER:duration}
SHRIERINT ¢

client: 55.3.244.1
method: GET

request: /index.html
bytes: 15824
duration: 0.043

BEMERIEE : (?<field_name>the pattern here)
g :
(?<queue_id>[0-9A-F]{10,11}) #FR10-111MFRFAIL6HH
AT LAIE— N B Rpattters , BHETE XAGHEIRNSE | EEFRNEHRMATLAERgrok BHHERANEE |, i -

FRAME. /patterns/post fixHRFIINTRS

POSTFIX_QUEUEID [0-9A-F]{10,11}

MEBATREN T —MEEXT |, AILAERTHSRER. RUORIIENTHRTER

Jan 1 06:25:43 mailserverl4d postfix/cleanup[21403]: BEF25A72965: message-1d=<20130101142543.5828399CCAF@mailserverls

RIEEA IS ERRATHENT


https://www.elastic.co/guide/en/logstash/current/pipeline-to-pipeline.html
https://www.elastic.co/guide/en/logstash/current/plugins-filters-grok.html
https://github.com/logstash-plugins/logstash-patterns-core/tree/master/patterns
http://grokdebug.herokuapp.com/
https://blog.csdn.net/cui929434/article/details/94390617

—-'.‘Q
filter {
grok {
patterns_dir => ["./patterns"] #EEBENXAILAEEREE
match => { "message" => "%{SYSLOGBASE} %{POSTFIX QUEUEID:queue id}: %{GREEDYDATA:syslog message}" }

PRATLHAVESRT ¢

%é

timestamp: Jan 1 06:25:43
logsource: mailserverld
program: postfix/cleanup
pid: 21403

queue_id: BEF25A72965

syslog _message: message-id=<20130101142543.5828399CCAFEmailserverld.example.com>

E=Y

grokRIEERISIR :

Ea

break_on _match

EXRBRNRE

f%fﬁ«AzEﬂztrue

A © matchAA—RIZESA, MKSRRINFERE | MRETSHRIRERM , NSRRI TLE, EENIHERIISBEILLogs tashFEHAMIRE |

keep_empty captures

BERBEMRE

QXLAE% false

i AR At rue , FERAMHIFRISIRENTE

match
ERBEHE
BAMER O
i | FRREAIRTIE
fogn
filter {
grok { match => { "message" => "Duration: %{NUMBER:duration}" } }
}
HNRIFFEH N RNFRIVEES MER | NIXERTLE—A, 50 :
filter {
grok { match => { "message" => [ "Duration: %{NUMBER:duration}", "Speed: %{NUMBER:speed}" ] } }

named_captures_only

ERERARE

%f'l«*fﬁz% true

A WRRE N crue , WHIFRERB gr o kBRI BIHR

overwrite

{E%ﬂ% array

AR ()

iR | BECEFENTFRAS
flgn :

filter {
grok {
match => { "message" => "%{SYSLOGBASE} %{DATA:message}" }

overwrite => [ "message" ]

}
yﬂ;EFEEMay 29 16:37:11 sadness logger: hello worldiéﬁmatch%ﬁmatch => { “message” => “%{SYSLOGBASE} %{DATA:message}

pattern definitions

BREE HA

BAMER
iR  BXERIRAENRAR , BEATENSASEREFERNEEEN, MRENEEIEIVSESEEFENEN. ATLUSIHRARERForokE
flgn :
filter {
grok {

patterns_dir => "/usr/local/elk/logstash/patterns"
pattern_definitions => {"MYSELFTIMESTAMP" => "20%{YEAR}-%{MONTHNUM}-%{MONTHDAY} %{HOUR}:?%{MINUTE} (?::?%{SECO

match => {"message" => ["${MYSELFTIMESTAMP:timestamp} %{JAVACLASS:message}","%{MYSELF:content}"]}


javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);

patterns_dir

ERBEHAE

BMER [

iR . —EERNENRER , NESEESEIfilterd , JLUEE—IXHR , ARSI MRFENRAINXY | FRERNRIZERPRATE X AP

patterns_dir => ["/opt/logstash/patterns", "/opt/logstash/extra patterns"]

TENSZALAST ATt -

patterns_file glob

BIEERIZEE : string

BRIANE - v

A : §t¥patterns_dirBEFIEEAIAREMLTENIH , AILEXN filterTAER , FEABISHIERE. FOME  EISFTEEMNHEREX.

tag_on_failure

ERBEHA

BIAER | “_grokparsefailure”]

A - ERTHILERT |, RHEMINEIFEREtags

tag_on_timeout

ERBRFH

EIAER “_groktimeout”

i : WRcrok IENFRIAT R , NURIFEARIS.

timeout millis

ERBEHF

EIAER 30000

i ZAEXRENAEREENFRXN., MRMATESMER , WKERTEMRR. KGKTARIRAEN | (B8Nt ERE LA, SERATERERS

Ea

SEEMHAHECEIRE :

45
break_on_match
ERBEMRE
ARt rue

A : matchAII—RIRES A, IRSKBIRFRELE , RATHERESRM  NLLILETRE, EEMRHRRIISHRiLLogs tashBEFIEINRE |

keep_empty_captures

BERBEMRE

ZIAER false

A WNRBcrue , FERAMNFRIGRENTE

match

BRBEHA

BIMER O

iR : FRR{EEITE
fgn

filter {

grok { match => { "message" => "Duration: ${NUMBER:duration}" } }

HIRRREH RN FRIVES MER | NixERTLE—E, 540 :
filter {

grok { match => { "message" => [ "Duration: %{NUMBER:duration}", "Speed: %{NUMBER:speed}"™ ] } }

named_captures_only

EESiS SN

FOMER true

A WRIRE N crue , WIFRERB gr o kIR BIHR

overwrite

[EeSidies array

BAR)

ik | BRCEFENFRAS
fgn

filter {
grok {
match => { "message" => "%{SYSLOGBASE} %{DATA:messagel}" }

overwrite => [ "message" ]

yﬂ;aﬁ%b’lay 29 16:37:11 sadness logger: hello worldiéﬁmatch}%’l‘imatch => { “message” => “%{SYSLOGBASE} %{DATA:message}


javascript:void(0);
javascript:void(0);

pattern definitions

BREE HA

BAMER O

i BAEFERENERRR | hRATENSRITRREERNEENER. MRNEERIRSEETSFENEN. ATLUSHAIRER T orokE
fgn

filter {
grok {
patterns_dir => "/usr/local/elk/logstash/patterns"
patternidefinitions => {"MYSELFTIMESTAMP" => "20%{YEAR}-%{MONTHNUM}-%{MONTHDAY} $%{HOUR}:?%{MINUTE} (?::?%{SECO

match => {"message" => ["${MYSELFTIMESTAMP:timestamp} %{JAVACLASS:message}","%{MYSELF:content}"]}

patterns_dir

EERHA

BOMER ()

A | —EERNENRRS , RESEESEfilterd , AILUERE—EE , FAREIRFENRARARY | FEERIRIZAERIATE X 4RI

patterns_dir => ["/opt/logstash/patterns", "/opt/logstash/extra patterns"]

TENUSZALAS A A -

patterns_file glob

BMEERIREY © string

BRIANE - v

A : §t¥patterns_dirBEFIEEAIAREMLTENIH , AILEXNfilterPAER , FEABISIERE. FOME  EISFEEMNHEREX.

tag_on_failure

BERBRHA

BIAER [ “_grokparsefailure”]

A - ERTILERT |, RHEMINEIFERE tags

tag_on_timeout

ERBRFHH

EIAER “_groktimeout”

i : IR rok IENIFRIAT R , NURIFEARIS.

timeout millis

ERBEHF

EIAER 30000

i . ZAEXRENEERIEENRXN., MRMATESMER , WKERTEMRR. KEKTAIRAEN | (BBt aERE LA, SERATEREES

dzclvial
FRBISiERE R ER ST LA T ECEIEN |

dd field
{BREEHE
BAMER O
A WSRICECART)  AEEMINERFR. FRETLRSNEN , FERs (Field) BERMH—ESD
filter {
grok {
add_field => { "foo_%{somefield}" => "Hello world, from %{host}" }

# AREATLA—RIFINS N
filter {
grok {
add_field => {
"foo_ %{somefield}" => "Hello world, from %{host}"

"new_field" => "new_static_value"

add_tag

BERBEHA

BMER [

A : ANRILISIERRAT) , BEIZEERIMESRS. TEALRHSH , FHERs (field) BEESHHH—ES.
folgn

filter {

grok {
add_tag => [ "foo_%{somefield}" ]

# AREATLARIFINS MR



filter {
grok {
add_tag => [ "foo_ %{somefield}", "taggedy_ tag"]

enable metric
{ERBEMRE

EIAER true

i FRsERERENE

id
(ERBIR TR
IHEREIHIME.
A © EEHSTRIIE—TD , WD TR R ENEE,
g0
filter {

grok {

id => "ABC"

periodic_flush

BERBRMRE

EIABER false

R : WERIRE Nture , SEMNAIEAEL 11 terFIEHFREL ( flush method)

remove_field

BRIE : array

BOME : 1)

iR - MERSRHEPAYERE 1 1ted

filter {
grok {

remove_field => [ "foo_ %{somefield}" ]

}
# (REATLA—RBRENFRR :
filter {

grok {

remove_field => [ "foo_ %{somefield}", "my extraneous_field" ]

remove_tag

fExmenE

FAMER [

A : ANSRIMATVEERART) | IEMIZEH P REIMERITE. IRETLIEESEY , FHEM: (field) IHEBEEMII—E5.
fign -

filter {
grok {

remove_tag => [ "foo_%{somefield}" ]

}
# AREATLA—RIBR S MRS
filter {

grok {

remove_tag => [ "foo %{somefield}", "sad unwanted tag"]

2, mutate

BMLE : https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html

mutateRIFIFRITEANE. ALIEDS. Mk, BRENBHPHFR.
TIEANGR , SRAMEIFE

—\‘é
filter {
mutate {
split => ["hostname", "."] 9
add field => { "shortHostname" => "${hostname[0]}" } #REYIDEHNE—NERIENFINER
}
mutate {

rename => ["shortHostname", "hostname" ] #EEApg


https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html
javascript:void(0);
javascript:void(0);

mutatefIECEIEDN

43
BRI LR
convert : $EHREEER | #yEKEhash
ALEREIEREE | integer , string, integer eu (#lintegertB@ , BREIA1.000) , float, float eu, boolean
L
filter {
mutate {
convert => {
"fieldname" => "integer"

"booleanfield" => "boolean"

copy : #Hhash , FUEFREFES—FR. IENEIRGEHES
i
filter {
mutate {

copy => { "source_ field" => "dest_ field" }

gsub : FBarray , IEFRELEENRAN , FASRFFRERAELENT. [SOFFFREFFFRENFR. MTEMRENFER , BRI
&6
filter {
mutate {
gsub => [

# replace all forward slashes with underscore

"fieldname", "/", "_",

# replace backslashes, question marks, hashes, and minuses

# with a dot "."

"fieldname2", "[\\?2#-]", "."

join : #Bhash , ADIRAHERESE. WIRAFRAIHUTEHRE
&6
filter {

mutate {

join => { "fieldname" => "," }

lowercase : #Hlarray , BANE

i
filter {
mutate {
lowercase => [ "fieldname" ]

merge : Fhash , GHEEHETINFANFR. FHEFRIGEIEEEEAE

i
filter {
mutate {

merge => { "dest_ field" => "added field" }

coerce : #Bhash , REFEENSHFRISKIME
K
filter {
mutate {
# Sets the default value of the 'fieldl' field to 'default value'

coerce => { "fieldl" => "default_value" }

rename : Fhash , ERR
&6
filter {

mutate {


javascript:void(0);
javascript:void(0);

# Renames the 'HOSTORIP' field to 'client ip'

rename => { "HOSTORIP" => "client_ ip" }

replace : #Hhash , AFESRFRE
= -
filter {

mutate {

replace => { "message" => "%{source_ host}: My new message" }

split : KBhash , FADRFEFROEIIHE. RUFHEFREN
&6
filter {

mutate {

split => { "fieldname" => "," }

strip : #Barray , FROWKRZE. T8 : KRUASHESEHEEH.
Sl
filter {

mutate {

strip => ["fieldl", "field2"]

update : #Bhash , ERMEERTNETR. MRZFERAFE , WARBYHTIRE.

i
filter {
mutate {
update => { "sample" => "My new message" }

uppercase : #Harray , HFHAE

&6
filter {
mutate {
uppercase => [ "fieldname" ]

capitalize : FBarray , FFFREIRNFINATFE,

SEBI
filter {
mutate {
capitalize => [ "fieldname" ]

tag_on_failure : #Bstring , MNRAEMABIERIFIERHEIRESE , WELIEERNEE , BUAME : _mutate_error

EE)

NHECEN : grok N HEECE
3. date

date filter RFNFERARITEES | AS{EFIZ 0 EAsRT R E NS 4HTlogstashATTEIEL

dateHABRIBCELE :
match : #Barray , FREEA , SNENERIEA field, formats. .. |, FRNXFREBIEEINIAES , MERXTLESH
SEf
filter {
date {
match => [ "logdate", "MMM dd yyyy HH:mm:ss" ]

tag_on_failure: %ﬁﬂarray . %}ii}\{E["_dateparsefailure"] B %,ﬁﬁﬁﬁl}]@mw B 1%’»{315}][]5“(:5\(35:7‘35&

target : FBstring , BUIME"Ctinestamp” , FEHAEBEHERLAENBIAFRP. MRRERH , BOAEHEHE e inestanpFER,

timezone : %’_ﬂstring , ZAITX , JLEZMUES : http://joda-time.sourceforge.net/timezones.html

EN


javascript:void(0);
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AHEEN : grok N HEE

IXEB RN E=FfilteriiBl , BfREfbAfilteriEWEM : https://www.elastic.co/guide/en/logstash/current/filter-plugins.html
3.10, XEfl—. apacheBEFT

XM FBERI—MIF : https://www.elastic.co/guide/en/logstash/current/advanced-pipeline.html

EREXBEAFXARR , Hi I Efilebeat , BiZfEMlogstash , apache AEAIEIEE T
https://download.elastic.co/demos/logstash/gettingstarted/logstash-tutorial.log.gz

BIXERTE R4 kapach , T EEEREHIRENEURSE.
THEIRE  REREX , a LSRRI IN— D BEUS | logstash-tutorial.log
BSEHAIE—TFapache HEAIMER

[elk@lgh ~]$ tail -3 logstash-tutorial.log
"GET /projects/xdotool/ HTTP/1.1"™ 200 12292 "http://www.haskell.org/haske

86.1.76.62 - - [04/Jan/2015:05:30:37 +0000]

86.1.76.62 - - [04/Jan/2015:05:30:37 +0000] "GET /reset.css HTTP/1.1" 200 1015 "http://www.semicomplete.com/projects/
86.1.76.62 - - [04/Jan/2015:05:30:37 +0000] "GET /style2.css HTTP/1.1" 200 4877 "http://www.semicomplete.com/projects
REFHARE :

4§

cd logstash-7.7.0/ && mkdir conf.d
cd conf.d/
vim apache.conf
HEEEEEE F Fapache . conERIPIBRITT - #4340 ko
input {
file {
path => "/home/elk/logstash-tutorial.log"
type => "log"
start_position => "beginning"
}
}
filter {
grok {
match => { "message" => "% {COMBINEDAPACHELOG}"}

output {
stdout { codec => rubydebug }

}

ExY

RIEEHS (TLUEERnohupFEEH) -

cd logstash-7.7.0/ && ./bin/logstash -f conf.d/apache.conf

PUTESRIIT (BPDER) -

bl

2.11, EfI=. nginxBEMEHR
EbegiEnginx : nginxUIAENM B AT
XEBH( A ERfilebeat , AAXBXER 2/ Blogstash
BiE :

23

cd conf.d/

vim nginx.conf
$hbbbbbbtttinging. confECEIIT #4444 44 4444444444444

input {
file {
path => "/usr/local/nginx/logs/access.log"
type => "log"
start_position => "beginning"
}
}
filter {
grok {

match => { "message" => ["(?<RemoteIP>(\d*.\d*.\d*.\d*)) - ${DATA:[nginx] [access] [user _name]} \[%${HTTPDATE: [n

add_field => {

"Device" => "Charles Desktop"
}
remove_field => "message"
remove_field => "beat.version"

remove_field => "beat.name"


https://www.elastic.co/guide/en/logstash/current/filter-plugins.html
https://www.elastic.co/guide/en/logstash/current/advanced-pipeline.html
javascript:void(0);
javascript:void(0);
https://www.cnblogs.com/zsql/p/13062518.html
javascript:void(0);

output {

elasticsearch {
hosts => ["192.168.110.130:9200"]

index => "nginx-log-%{+YYYY.MM.dd}"

W LR EP# i Eelasticsearchdh , XEIREIRE®HD , FLARTEAFZEN , FERIXEERNBIMER , NFBEEKANETLIER , ILIRNIT

=

user => "elastic" #FPF

password => "${ES_PWD}" #HEIT keystoreFIENIERS
manage_template => false #RTBRIARIER
template_name => "elastic-slowquery" HEEBEXAIER

WiT<Bahlogstash

cd logstash-7.7.0/ && ./bin/logstash -f conf.d/nginx.conf

HUTRILESR ( & elasticsearch&RY ) -

5 nainciog-2020.06.17 (14 AR 7 RIR, S
_al

nginx-log-2020.06.17

size: 105ki (210ki)

[o]
o]

BE EEe: Table v Bawm: 10 v U BiEmEe

0 1 /3D 1 A [object Object] f. 89 0.531 B

i
Jfavicon.ico

Ifavicon.ico

M EEREE
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304
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304
402
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Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.88 Safar/537.36 -
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebiit/537.36 (KHTML, like Gecko) Chrome/79.0.3045.88 Safar/537.36 -
Mazilla/5.0 (Windows NT 10.0; Win6; x64) AppleWebKit/S37.36 (KHTML, like Gecko) Chrome/79.0.3945.88 Safari/S37.36

Mozila/5.0 (Windows NT 10.0; Win64; x64) ApplelebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.88 Safari/537.36 -
Mozila/5.0 (Windows NT 10.0; Win64; x64) ApplelebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.88 Safari/537.36 -
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.88 Safar/537.36 -
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3.12. EfI=. elasticsearchiZHEHBT

IXE2SLBIF 1R Ffilebeat+logstash+elasticsearch , G RMIEBHITIRIG

XEFEEfelasticsearchii8 BEEDMEENT , BAKIE—

Hiid T , (ERMTRERFBERITS | XE5| NlogstashxIELf#T , i3I8,

EScEcEfilebeatxft (XBEREET —MAINI—MaL | IREMSRIME  REFAREERT) ¢

code. i nginx.access.user_name.

filebeat ( ELK ) RN EFEEE

n
it

Filebeat inputs

filebeat.inputs:

# Each -

is an input. Most options can be set at the input level, so

# you can use different inputs for various configurations.

=

- type:

log

Below are the input specific configurations.

# Change to true to enable this input configuration.

enabled: true

# Paths that should be crawled and fetched. Glob based paths.

paths:

- /var/logs/es_aaa_index_search_slowlog.log

- /var/logs/es_bbb_index search_slowlog.log

#- c:\programdata\elasticsearch\logs\*

nginx.access.body_sent.bytes.
0

o
0
612
o
0
0
555
o
s55

 — NI TEAENginx. confRIERERI—NERS| | ARERS INASHEMTHRN—LFRRE.

==

# Configure what output to use when sending the data collected by the beat.

Outputs

#

-- Logstash output -

output.logstash:

# The Logstash hosts

)UL

type.

path @timestamp.

Justflocal/ngine/logs/access.log 2020-06-17T01:46:39.4227
Jusr/local/nginx/logs/access.log 2020-06-17T01:46:39.4237 ¢
Jusiflocalfnginxflogs/access.log 2020-06-17T01:46:39.4257 ¢
fust/local/nginx/logs/access.Iog 2020-06-17T01:46:39.4072 ¢
fust/local/nginx/logs/access.og 2020-06-17T01:46:39.4257 ¢
Justflocal/ngind/logs/access.log 2020-06-17T01:46:39.4247
Jusr/local/nginx/logs/access.log 2020-06-17T01:46:39.4237 ¢
Justflocalfnginlogs/access.log 2020-06-17701:46:39.4227 ¢
fusr/local/nginx/logs/access.log 2020-06-17T01:46:39.4232 ¢
fust/local/nginx/logs/access.og 2020-06-17T01:46:39.4217 ¢

filebeatf¥elasticsearch ( beathiZs ) AIRHRRT


https://www.cnblogs.com/zsql/p/13137833.html
javascript:void(0);
javascript:void(0);

hosts: ["192.168.110.130:5044","192.168.110.131:5044","192.168.110.132:5044"]
loadbalance: true HXEBRBRERISEIH |,

# Optional SSL. By default is off.
# List of root certificates for HTTPS server verifications

#ssl.certificate_authorities: ["/etc/pki/root/ca.pem"]

# Certificate for SSL client authentication

#ssl.certificate: "/etc/pki/client/cert.pem"

# Client Certificate Key
#ssl.key: "/etc/pki/client/cert.key"

SRIEBENfilebeat :

cd filebeat-7.7.0-1inux-x86_64 && ./filebeat -e

RIEECElogstashIECES 1 :
Ea
cd conf.d/
vim es.conf
bbbt bbbt tbes . confECEIIT #4444 444444444
input {
beats{
port => 5044

filter {
grok {
match => {"message" => "\[%{TIMESTAMP_ IS08601:query time}, % {NUMBER:numberl}\]\s*\[%{DATA:log type}\]\s*\[%{DA
remove_field => ["message","@version","status","times_s","@timestamp", "numberl"]
}
mutate{
convert => {

"query times_ms" => "integer"

output {
elasticsearch {
hosts => ["192.168.110.130:9200","192.168.110.131:9200","192.168.110.132:9200"]
index => "elastic-slowquery-222"
user => "elastic"
password => "${ES_PWD}"
manage_template => false

template name => "elastic-slowquery"

N FEEEER T P HIRIIE | AR elasticsearchfIE & X AR
fBsflogstash

cd logstash-7.7.0/ && ./bin/logstash -f conf.d/es.conf

BEResBHELER :
[ sk 1550+ s, wa

must =
B lmmes: Tave v SRR 10 v O BrmeEs esfEEE) esEIERER
B9 12 A3 12 4. [object Object] S+, 58 0.030 % =
AdeaLipsiname._|agentid types search_type auery_times_ms | es_node log.fle,path log.otiset._|inputtype
CASTHONd4b0. 47 8500-682d5ched 134 artide  QUERY_THEN_FETCH] 2044 noda i logs/es . index_search_siowlog.log 27277402 log " ‘artceTiteAnalyze, I -
50416/9c-3264-432d-85b2-25430202767 opinions  QUERY_THEN_FETCH| 809 . ogs/es, e ndex_search_slowlog.log 27903480 log
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